Cache Template Attacks:

Automating Attacks on Inclusive Last-Level Caches

Daniel Gruss, Raphael Spreitzer, and Stefan Mangard,

IAIK, Graz University of Technology
August 14, 2015

Daniel Gruss, IAIK, Graz University of Technology
August 14, 2015

www.iaik.tugraz.at m



www.iaik.tugraz.at m

Cache Template Attacks

> Daniel Gruss, IAIK, Graz University of Technology
August 14, 2015



www.iaik.tugraz.at m

Cache Template Attacks

= State of the art: cache attacks are powerful
= Problem: manual identification of attack targets

> Daniel Gruss, IAIK, Graz University of Technology
August 14, 2015



www.iaik.tugraz.at m

Cache Template Attacks

= State of the art: cache attacks are powerful

= Problem: manual identification of attack targets

= Solution: Cache Template Attacks

= Automatically find any secret-dependent cache access
= Can be used for attacks and to improve software

> Daniel Gruss, IAIK, Graz University of Technology
August 14, 2015



www.iaik.tugraz.at m

Cache Template Attacks

= State of the art: cache attacks are powerful

= Problem: manual identification of attack targets

= Solution: Cache Template Attacks

= Automatically find any secret-dependent cache access
= Can be used for attacks and to improve software

= Examples:

» Cache-based keylogger
= Automatic attacks on crypto algorithms
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CPU Caches

= Reduce memory access latency
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CPU Caches

= Reduce memory access latency
= Last-level cache on modern Intel CPUs:
= Inclusive (to lower levels)

= Not in Last-level cache < not cached
= Shared (between cores)
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Flush+Reload

= Powerful cache attack
= Works on shared binaries/libraries
= Application on crypto algorithms

7 Daniel Gruss, IAIK, Graz University of Technology
August 14, 2015




www.iaik.tugraz.at m

Flush+Reload

Attacker address space Victim address space
Cache

Cache is empty

Daniel Gruss, IAIK, Graz University of Technology
August 14, 2015



Flush+Reload

Attacker address space

Cache

Victim address space

Shared Library

Victim maps shared library

Daniel Gruss, IAIK, Graz University of Technology
August 14, 2015

www.iaik.tugraz.at m



Flush+Reload

Attacker address space

Victim address space

Cache

Shared Library

Shared Library

Attacker maps shared library

Daniel Gruss, IAIK, Graz University of Technology

August 14, 2015

www.iaik.tugraz.at m



Flush+Reload

Attacker address space

Daniel Gruss, IAIK, Graz University of Technology

August 14, 2015

Cache

Shared Library

Victim address space

Shared Library

Attacker accesses shared library

www.iaik.tugraz.at m



www.iaik.tugraz.at m

Flush+Reload

Attacker address space Victim address space
Cache

Shared Library

log o Shared Library

Shared Library

Loading into cache...

Daniel Gruss, IAIK, Graz University of Technology
August 14, 2015



Flush+Reload

Attacker address space

Shared Library

Cache

Shared Library

Victim address space

0430
/760' as .
Y

Loading into cache...

Daniel Gruss, IAIK, Graz University of Technology

August 14, 2015

Shared Library

www.iaik.tugraz.at m



Flush+Reload

Attacker address space

Daniel Gruss, IAIK, Graz University of Technology

August 14, 2015

Cache

Shared Library

Shared Library

Victim address space

Shared Library

Attacker measures high latency

www.iaik.tugraz.at m



Flush+Reload

Attacker address space

Shared Library

f/us 5

Cache

Shared Library

Victim address space

Shared Library

Attacker flushes shared library (“flush”)

Daniel Gruss, IAIK, Graz University of Technology

August 14, 2015

www.iaik.tugraz.at m



Flush+Reload

Attacker address space

Shared Library

Cache

Cache is empty again

Daniel Gruss, IAIK, Graz University of Technology

August 14, 2015

Victim address space

Shared Library

www.iaik.tugraz.at m



Flush+Reload

Attacker address space

Shared Library

Cac
heO' as B
o)

Cache

Shared Library

/OaO'

Victim address space

Shared Library

Victim accesses shared library

Daniel Gruss, IAIK, Graz University of Technology

August 14, 2015

www.iaik.tugraz.at m



Flush+Reload

Attacker address space

Shared Library

QUre,
Q Yy Cac/]
S

Cache

Shared Library

Victim address space

Shared Library

Attacker accesses shared library (“reload”)

Daniel Gruss, IAIK, Graz University of Technology

August 14, 2015

www.iaik.tugraz.at m



Flush+Reload

Attacker address space

Shared Library

QUre,
Q /% Cac/]
Sa

Cache

Shared Library

Victim address space

Shared Library

Attacker measures low latency

Daniel Gruss, IAIK, Graz University of Technology
August 14, 2015

www.iaik.tugraz.at m



Flush+Reload

Attacker address space

Shared Library

f/us 5

Cache

Shared Library

Victim address space

Shared Library

Attacker flushes shared library (“flush”)

Daniel Gruss, IAIK, Graz University of Technology

August 14, 2015

www.iaik.tugraz.at m



Flush+Reload

Attacker address space

Shared Library

Cache

Cache is empty again

Daniel Gruss, IAIK, Graz University of Technology

August 14, 2015

Victim address space

Shared Library

www.iaik.tugraz.at m



www.iaik.tugraz.at m

Can We Build a Cache-Based Keylogger?
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Challenges

= How to locate key-dependent memory accesses?
= |[t's complicated:
= Large binaries and libraries (third-party code)
= Many libraries (gedit: 60MB)

= Closed-source / unknown binaries
= Self-compiled binaries

= Difficult to find all exploitable addresses
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Cache Template Attacks

Profiling Phase
= Preprocessing step to find exploitable addresses automatically

= w.r.t. “events” (keystrokes, encryptions, ...)
= called “Cache Template”

Exploitation Phase

= Monitor exploitable addresses
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Profiling a Single Event

File Edit View Search Terminal Help
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Profiling a Single Event

File Edit View Search Terminal Help
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Profiling a Single Event

File Edit View Search Terminal Help
usr,
usr

aaaaaaaaaaaaaaaaaaaaaa:
aaaaaa aaaaaa

ox1d 00,
0x1df40,
ox1df8

6x108!
PlinText v Tab Width: Ln1, Col254
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Usr/bin/gedit, Gx1
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Plain Text v
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File Edit View Search Terminal Help
usr,
usr

aaaaaa
aaaaaa
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oxlel4

Plain Text v
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Profiling a Single Event

File Edit View Search Terminal Help
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File Edit View Search Terminal Help
usr/bin/gedit, 6x1d
usr
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Profiling a Single Event

File Edit View Search Terminal Help

usr/bin/gedit, Oxldec@,
dfe
. 0x1df40

PlainText v Tab Width: Ln1, Col260
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Profiling a Single Event

File Edic View Search Terminal Help
Usr/bin/gedit, 0x1e040,
usr
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aaaaaa aaaaaa
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aaaaaaaaaaadl
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PlainText v Tab Width:
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Profiling a Single Event

File Edit View
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Profiling a Single Event

File Edit View
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File Edit View
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File Edit View
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Profiling a Single Event

File Edit View
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File Edit View
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Profiling Phase: 1 Event, 1 Address

KEY

0x7c800 .

=}

ADDRESS
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Profiling Phase: 1 Event, 1 Address

KEY

0x7c800 .

=}

ADDRESS

Example: Cache Hit Ratio for (0x7¢800,n): 200 / 200
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Profiling Phase: All Events, 1 Address

KEY

ghijklmnopgrstuvwxyz
0x7c800 .

ADDRESS
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Profiling Phase: All Events, 1 Address

KEY

ghijklmnopgrstuvwxyz
0x7c800 .

ADDRESS

Example: Cache Hit Ratio for (0x7¢800,u): 13 /200
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Profiling Phase: All Events, 1 Address

KEY

ghijklmnopgrstuvwxyz
0x7c800 .

ADDRESS

Distinguish n from other keys by monitoring 0x7c800

16 Daniel Gruss, IAIK, Graz University of Technology
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Profiling Phase: All Events, All Addresses

ADDRESS

0x7c680
0x7c6c0
0x7c700
0x7c740
0x7c780
0x7c7c0
0x7c800
0x7c840
0x7c880
0x7c8c0
0x7c900
0x7c940
0x7c980
0x7¢c9c0
0x7ca00
0x7cb80
0x7cc40
0x7cc80
0x7cccO
0x7cd00

KEY

ghijklmnopgrstuvwxyz
=
EEEEEE B | ENEN |
[ | | |
[ | | [ |
| [ | | |
|
[ |
| | L] | |
[ |
||
|
L] | | ] | |
[ | [ |
[ |
|
[ |
|
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Exploitation Phase

= Monitor addresses from Cache Template
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Exploitation Phase

= Monitor addresses from Cache Template
= Report to log file / attacker
= Manual analysis of log file

= Find password in keypress log, etc.

18 Daniel Gruss, IAIK, Graz University of Technology
August 14, 2015
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Example Attacks
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Attack 1: Keystroke Timings

= Spy on keystroke timings on
Linux, Windows and OS X
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Attack 1: Keystroke Timings

= Spy on keystroke timings on
Linux, Windows and OS X

= Sub-microsecond accuracy
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Attack 1: Keystroke Timings

. . oEvent trace —— Cache-hit trace
= Spy on keystroke timings on R "
Linux, Windows and OS X 2
. g = =l
= Sub-microsecond accuracy Z 5 &
= Derive text input from timings i | B g 4
1SS 97“
0 o1 02 I 224 225 226
TIME IN CYCLES 107

20 Daniel Gruss, IAIK, Graz University of Technology
August 14, 2015
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Attack 2: Keylogging

= Linux with GTK: monitor
keystrokes of specific keys

= Detect groups of keys
= Some keys distinct

Daniel Gruss, IAIK, Graz University of Technology
August 14, 2015

ADDRESS

0x7c680
0x7c6c0
0x7c700
0x7c740
0x7c780
0x7c7c0
0x7c800
0x7c840
0x7c880
0x7c8c0
0x7c900
0x7c940
0x7c980
0x7c9c0
0x7ca00
0x7cb80
0x7cc40
0x7cc80
0x7cccO
0x7cd00

KEY
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Attack 3: Locate AES T-Tables

AES T-Table implementation from OpenSSL 1.0.2
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Attack 3: Locate AES T-Tables

AES T-Table implementation from OpenSSL 1.0.2
= Most addresses in two groups:

= Cache hit ratio 100% (always cache hits)
= Cache hit ratio 0% (no cache hits)
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Attack 3: Locate AES T-Tables

AES T-Table implementation from OpenSSL 1.0.2
= Most addresses in two groups:

= Cache hit ratio 100% (always cache hits)
= Cache hit ratio 0% (no cache hits)

= One 4096 byte memory block:

= Cache hit ratio of 92%
= Cache hits depend on key value and plaintext value
= The T-Tables

o0 Daniel Gruss, IAIK, Graz University of Technology
August 14, 2015
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Attack 4: AES T-Table Template Attack

AES T-Table implementation from OpenSSL 1.0.2

= Known-plaintext attack
= Events: encryption with only one fixed key byte
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Attack 4: AES T-Table Template Attack

AES T-Table implementation from OpenSSL 1.0.2
= Known-plaintext attack
= Events: encryption with only one fixed key byte
= Profile each event
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Attack 4: AES T-Table Template Attack

AES T-Table implementation from OpenSSL 1.0.2
= Known-plaintext attack
= Events: encryption with only one fixed key byte
= Profile each event
= Exploitation phase:

= Eliminate key candidates
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Attack 4: AES T-Table Template Attack

AES T-Table implementation from OpenSSL 1.0.2

= Known-plaintext attack

= Events: encryption with only one fixed key byte
= Profile each event

= Exploitation phase:

= Eliminate key candidates
= Reduction of key space in first-round attack:

= 64 bits after 16—160 encryptions
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Attack 4: AES T-Table Template Attack

AES T-Table implementation from OpenSSL 1.0.2

= Known-plaintext attack

= Events: encryption with only one fixed key byte
= Profile each event

= Exploitation phase:

= Eliminate key candidates
= Reduction of key space in first-round attack:

= 64 bits after 16—160 encryptions
» State of the art: full key recovery after 30000 encryptions

23 Daniel Gruss, IAIK, Graz University of Technology
August 14, 2015
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Attack 4: AES T-Table Template

ADDRESS ADDRESS
< 0
Y
o
o
/M
=)
-
§ 255
Ko = 0x00 Ko = 0x55
(transposed)
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Conclusion

= Novel technique to find any cache side-channel leakage

= Attacks
= Detect vulnerabilities
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Conclusion

= Novel technique to find any cache side-channel leakage

= Attacks
= Detect vulnerabilities

= Marks a change of perspective:

= Large scale analysis of (unknown) binaries
= Large scale automated attacks

25 Daniel Gruss, IAIK, Graz University of Technology
August 14, 2015
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